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ABSTRACT

In the era of the 4th industrial revolution, countries around the world are conducting projects to rapidly expand smart
factory to secure competitiveness in manufacturing industries. However, unlike existing factories where the network
environment was closed, smart factories can be vulnerable because internal and external objects are interconnected and
various ICT technologies are used. And smart factories are likely to be the subject of cyber-attacks that are designed to
cause monetary damage to certain targets because economic damage is so serious when an accident occurs. Therefore, it is
necessary to study and apply security for smart factories, but there is no specific smart factory system architecture, so there
is no establish for smart factory security requirements. In order to solve these problems, this paper derives the smart factory
architecture that can extract and reflect the main characteristics of a smart factory based on the domestic and foreign
reference model of smart factories. And this paper identifies the security threats based on the derived smart factory
architecture and present the security requirements to cope with them for contributing to the improvement of the security of
the smart factory.

Keywords: Smartfactory, Architecture, Security Threats, Security requirement

Received(03. 28. 2019), Accepted(05. 23. 2019) ¥ AL tsshon@ajou.ac.kr(Corresponding author)
T 32k ny24007 @ajou.ac.kr



630 A4 ol 2ohEdEelE A Aol uek ok HA

LM 2

T A4 ArsdE e melfel weh Al Fof
NHxE AvtEd g HgF FAlo] Folx|x gt
svtEd e A AA ] F8sh AA AEES
Akl AFERIEY 71es B AAste] SAAAE
TF=3ta tyxgslste]  CPS(Cyber Physical
System), ®ldlolg, k%= a2z dFAS 5
tle}gt ICT(Information & Communication
Technology) 71%E5°] Azl &84 F s
fé}ii%l A kel X}Ei‘r L f‘V@F&— Tt o]z
o] t#|elstx
}Ei}il‘ﬂ —‘%03%‘9_@%1 %E}% 7k, A A
** lﬂJ_ 2 A= % HAlS o] glon t}
Fgk vz 7k AAE FE AR UPEAE
=3 4 qlvhl)
ol=gk *U}EJHEEH —'lzéi‘{ =9 &3z <l

o,

Iz
of
N
4o
et o

J

o
[o
o,
w, R
2,
vl
r o
fH
)
2
>

N o
ol
A1

Adfslar glem A¥E= old Z&3te] 20099
Remarking America £271% Al#kez 20124
AdAlz gEUA] BE3 S7EEA EHaE
T3, U] 739 20104 Industrie 4.0
N Egﬁ zﬂzo% AL _,43]- qulh,]. n}aFe- xjg}t
AA]S S H olE Al AgHEe =
o]7] 98 Platform Industrie 4.0 20154 &
Al Esle] 430 A oldgAlAtel AN 7
o, AREIEA, 83 7] {E AAE 2Ask 47"
/‘L"éﬁﬂ"é"ﬂ o3k lrh(2). =ak, dEI T

A AN 7|Fke] FAle] FHo] Syl RAES %ﬁ
/\U]-Eiuial zL 73

::;_/

+ A&t 9len, e A

20144 Az A 3.0 FRFTS Azten

20154 59 ~vtEZASEAITS dgdse] ~viES
B8] 2F-FaklE R8st 9lek(3)

A7k Stuxnet(4], DUQU  2.00(5],

BlackEnergy[G] Industroyer(7) e

TRISIS(8] 5= A FA AR & 4 9l

el Zo] Ale3}, =3}

Z
o] *&"éxﬂﬂ*liﬁﬂ @
A3polx] vl zele] watel o

o
EPZlEhE 2 Sl A dlA

3o mF oA glrh. vk Eelt Tl
ApEste) andel bl $AAe 34 AR
F748 4 glonl vl 71450 Aoz 3 4
oPgel FKE 4 alol olF ok Aol el
WAE S ole) tige] srtEdE e B Ao]u
0] A3 A A AAA SHFEI} g =
71wl ol 3] dgel A el ol

st 72 = w)$ DA o))
;7_311/]- = /\U]- Eﬂ B &xo vlal] 2wt
Ed gl #3 Bel A= 1“4711 A
1 o] Gol /U—_L:]iﬂii »~rtEA B tloksl A
9a AR EE Ve E 3 E A

255 svtEa R Aad o7y
HAE BF37| o17)7] wtol Hak 79 z13e] ¢
ﬂﬂ% ““ﬂ/‘i{— %XJ

3
ol uske A5 73,% ek T
ol el FeEhE =715 9] Wl

919} e A AvtEdge] wF Al
3 Algsm glont, obx svtEdEe] 93wy U
nek AN i AT HEG Agolr) we)
A R mrelMe =W 8 AvtEdER ] Ix
nd BAS By AunleEdEg]e] FLEAES AlY

S|
2 13 5 9l AnfEdAED] oly]Hx

i S
o
il
=
of
ok,
e
[
=)
(m
18
fm
L)

(o3
o,
N
12
2
it
i
e
Ok,



AHR 53] =1

(2019. 6) 631

Il B ol

2.1 AOEHWERD| EHXDH

T8 e 2viEdER] Fxrdde 59
Platform Industrie 4.0 33/ RAMI 4.0
(Reference Architecture Model Industrie
4.0) =9 "= JIC(Industrial Internet
Consortium)®]  IIRA(Industrial Internet
Reference Architecture)®d Z8]3 suloA&=
2mtEF ARG ~ntEdER] Axrde] glc}
919 713 Zrele ~vtEA RS F21 whgkyge] o}
27] ditell AAE 3le AvtEdER] o] Frnd

I Fpolglo] FAghe},

2.1.1 RAMI 40 Etz=2E

Society for Automation)- 99/IEC(Interna-
tional Electrotechnics Commission) 622647
% 2dE ke g xrds QA st )
ARt dg xFe ~vtEAEDE 2Pkt dAA
S 7 ek Fag AR AvtEdE
2]e] 79 Akl AA stz 23 71715EH A
AHAIE A ~8(ERP,  Enterprise  Resource
Planning) 78] AA| AZFE 7k fd3 ARy
gho] Josht FFelA= AAHIRIA2E A Ax
AP A28 (MES, Manufacturing Execution
System) 72|19 Al W]l AT AF 7F AR
aEE Ak glvke A eja AvtEd R
oA o7 "ozl Ffolu} tefdl njzu 2 wQl
7F AR ag w3k dash FFe e 3 W v
ozt Fghsle] glvhe Hol drh(9). wEhA
Platform Industrie 4.0¢14+ 2rtEdz|=E =
Hole] Fe Fzxwdel SGAM(Smart Grid
Architecture Model) S rlgto= 7]& Az XF
55 8% & e 3AYY xviEdER] xR
9ol RAMI  4.0(Reference Architecture
Model for Industrie 4.0)& =&3}e] Lx3isd
t}.
Fig.1.3 #o] RAMI 4.0-& AHF7]¢} 714

o
2ol 594 EWAE, AswAZTEe FA4 E

Layers

Busirass
Functtional
Inhormation
Communiation

]nrcgrar'.w

Asset

i
Sty e
AT
rs ﬂn"u ®
ey

a2l olE 7t AEsES A AFeE £
Frrds AL 9 AL IS Az At
SA RS 2SR slok AFTIe} 7 5E
°] A IEC 62890 35 7|4F, A|~€lAZT32

- IEC 62264/61512 %55 7|4ke = 3fa 9l
°m, RAMI 4.0°] AAdA8 2 g8 913 7]

FEFS 44 2 ek e BEES A

o]
Yl(Industrial IoT) Al2ES =4l3l7] 93 =
o 4d9AS 7|a ISO/IEC/IEEE
42010:2011 %FL B2 & [TRA(Industrial
Internet Reference Architecture)& =Z3}o
Hh3EEATH10).
IIRA #zxxd

< Blzys FAH, AR 3, 7
A B afa 7 dger FEsl] FakHQ
ol el A 5L AlFsla vt Fig.2.9f #bo] Fzxxm
do] 7k P AZHoen FAEY, A A
3k¢] AlZo] Zh3ojol 3 @4 E AWl o B4
o, 39 AFE A AT a7 old#

=
ol kg ATA T prEdes 7
AR, o9 T2 BA Y 5 FAMoR
WA 93 glom Axy ollgA A A B8
o e AHE S RS Sel sl AFsa o)

o,




632

A e 2vkEAEe & 918 Aje]ul ek o7 dA

Functional Viewpoint

Lifecycle
Process

Business Viewpoint

Usage Viewpoint

o
8
>
T
<
]
[
2
©
el
i)
>

Implementation Viewpoint

5 Aol

o
e 3
.8, 7

< O
S P23 ¢ 2] o
28 52 = ]
c 2 3 3 T 9 mg
o £ K N o9 < =
53 08 5 8 2 5@
N o © g <292
o 3 % 3 W g 3 o ©
N @ e £ 5o
58 &855: 855 ¢
5 25 2a4a35: 23535898

0‘70

%,
(o’ '/
"% Z

7
uonepodsuel | %
ABieug
aleayyesy

Buunjoejnuepy

Fig. 2. IIC Reference Model(lIRA)

o W
2 T 1o
= X
o fo
o it
rﬂlZE
ol
e
Eﬁiri
L
£y
—?iz:‘ruﬁ
Fg o
AT
¢l -
Fiais
b
oo

;}
1
o,
o,
o,

Obr:ll‘

mlmm;ﬂ,L’
Mo g
E—J(‘é]-\jm
L;HML
ook ok

o . o T
l>’ﬂ1~_|r_1rﬂ
_'EW—H)“\I
L

Lo (m =

ko g @
ol R Rodo ae fo w2

Fe3h, S8AaE d9s BT xIsl=
glem  CPPS(cyber

physical

Partner
company

Partner
company

on,

Operation Management

" ) Cloud

CPPS

8 N l Control
Design Information Command

4
l Facilities/Operational Information

s 1]

o 22 VW

Al

Fig.
Reference Model

3.

Korea

Smart-Factory

Foundation

production system), AI(Artificial
Intelligence), Cloud 5 ©fekst ICT 7|&o] o
AT S FdFg 5 9ok

2.2 J|E HZ 38 AAH 2 =Hot @FALE

71 kiAol A ] Aol natel] gle] -8
wobER W uebloleleloz s @ AksiAlelA
wol = ISA/IEC 62443%
NIST(National Institute of Standards and
Technology) 800-82 #]ol| o3 s xc},

2.2.1 ISAIEC 62443

ISA/IEC 62443 %52 AH 253 2 Ale]A]
2®1E sl T3] g HAAE AHske £
Fo|t}(13]). ISA/IEC 624438 A=l ISAel <3|
ISA99 xFoZ uEo{zlon ANSI(American
National Standards Institute)el <3l
ANSI/ISA-99= x= 9l ot 20021 &) AF
£33 gl ISA/IEC 6244303} 5o W7
Fol A IEC TC 65 WG 10914 EF3E A
sla glth, oAk Ak E=welS EAIR] ko AH
A9l AgA| " BEE e R st gloH, Ft=
o] 2 Sz EYOE el d5HQl Bt ==
Az 55 5722 sk ok ISA/IEC 62443

£3 9 AERAE W 7P 2R A, 27

o=

N

=

© ik EFE D A|EBANA A sk Ao AxH
o mek vlEssh AL, md 22w oish
P AL o

© 34 W A7 Aol nek ZEage

Ae e T

© Azsl: Ao Aswe] neke 918 T Tlol=
Q) 9 epAa) Bl ARe o

® FHax AdALYS T AF 7144
AR BeIE e o

2.22 NIST SP 800-82

NIST SP 800-82 Al AkgIAl AlofA| =8 X



=55 =]
AR RS E3=EA (2019. 6) 633
e e e e e e e e e e e
|« Enhancement Industrie 4.0 :
I |
. DIN EN 62264-1: 2013, Enterprise-control system integration — |
! Part 1: Models and terminology |
|

ik DIN EN 61512-1:1999 Batch control — £ I
i Part 1: Models and terminology |
i = [SA Draft 88/95 Technical Report |
Using ISA-88 and ISA 95 together |
. ‘
' |

D S R S N S MO e e P e e [ e e ey RN L SO
| a - & - [
; | ’ Process cell | ’ Production unit | ‘ Production line ‘ ‘ Storage zone ‘ |
e | B R R SRR ozrssecrmsorssaes T e e e e S e et e |
i e e e T |
i [ \ it I [ womer  |[ srmgeume | j
| :
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, |
| 2 S & 35 |
| | Equipment module ‘ ‘ Equipment module || | ‘ Equipment module ‘ i
| = L L N Equipment i
! | Control module ‘ ‘ Control module | | | ‘ Control module ‘ |
] :
i | I J 1 J :
i :
i Equipment usedin batch  Equipment usedin continuous Equipmentused inrepetitive  Equipment used for storage |
production production or discrete production or movement |
e o e e e s o s e ="

Enhancement Industrie 4.0 \:|

Fig. 4. Hierarchy levels of RAMI 4.0

ok Ftel=Ekal s AAE] S8 20114l A5 A
=z, 20134 49 132 WAE AA A 20149
54 22} JHAeke] draftE FNskIcH12). AA
Aoj A ~Hle] Helks wUE 3l [CS-CERTeNA
N THME T8 HAEAMR A9l on], Ao
2 Foke] Hob A Aol o FEE 9]
o}, #" 4= SCADA(Supervisory Control
And Data Acquisition)/DCS(Distributed
Control System)} 2 Akl Al 2He] 4
849 1;“E JEL :llﬂo]] 33} q.]ﬁ_._ itﬂ—s}"r olo
v AbgA Al 2El el 4] BkS o HA] A g3k of
g 7tel=eiels AAst o), e AEE e
3 oA g aakeE Al WSS 5 ole
7hol=eiels AAshs Aol Fixxelch s A
= A9 e 2 o) Hol =R s g e,
Ak Ao Al 2= ¥l E‘L TZ, A Ao A 2wl Hak
71 Agel FE W8-S F e g gl
A AT E HoliE E Hol rlelzEiele v|E
AgAA A 28-S AF o2 Fta 9l7] wEe] ~ntE
Ao 44317 ¢l AvtEAER S F8 &

A& aresh 7Pl Bkl AldgE ofof gt

. ADIEYER| AxDY 24

RAMI 4.0,
)\U]-EEHE_E] ]—Ztl\?ﬂl;__/]
49 oA £2E S %aoh w4e] 2
S3fe} B Aolxi= RAMI 4.0 Fx2de] 48
E ‘;‘ Ali%i@r HRA-°4 vt 4 7)E

[IRA :LE] iu}

o4 Lﬂ I
3.1 ADEHERS THRL U TX B4

[13] IEC 62264 —71“-’] ?‘HO/\E %%']'
xghsla 9lovt 3] Al ‘“*}5}1 3
25 orlshe AR AlS
wtEd ge]o] FAelgt o Qﬂxl‘/]‘ﬂﬂo A F

| L ofo



634

A=A ke 2rkE

AEe] S g Alo|H gl o}7]ElA

Table 1. Component of RAMI 4.0

Component

Description

Level

Connected
World

Collaboration with
factory unions,
external engineering
offices, suppliers,
customers, etc.

Enterprise

Organization that
coordinates the
operation of one or
more factories.

Work
Center/
Production
Line

Logical group of
equipment required for
one or more batch
production methods
Generally, the logical
control of one process
facility in the
workplace

Control
Device

A group of physical
module equipment
capable of performing
basic control
(Examples of control
modules are pumps,
valves, flow meters,
etc.)

Human Users

Fig. 5. Functional Domains of IIRA
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Table 2. Mapping IIRA Component to RAMI 4.0

Filed
Device

A group of devices,
such as intelligent
sensors, actuators, etc.

Product

Meaning of the product
itself

(A set of disparate

species assembled
together for the

production of parts

with similar

manufacturing
requirements.)
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Component Description Level
Control physical
Control systems using data
. 1,2
Domain read from sensors,
actuators, etc.
Responsible for
Operation provisioning, 9 3
Domain managing, monitoring, !
and optimizing systems
Provide the ability to
collect data from
multiple domains,
information | transform and analyze 9 3
Domain these data, and collect ’
high-level information
about the entire
system.
Applications and
Application features that 1, 2,
Domain implement specific 3,4
business functions
Provides functions that
enable an end-to-end
Business operation of the 3 4
Domain Internet of things. ’

(ERP, CRM, PLM,
MES, HRM. etc.).
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Table 3. Potential SmartFactory Security Threats

Smartfactory feature

Identifier

Security Threat

Introducing
Convergence Services

SF-F1-T1

If authentication and access control is not performed in the
Smart Factory Web, Unauthorized users can obtain
administrator privileges and cause harm to factories.

SF-F1-T2

In the absence of non-repudiation, some customers may not
be able to order products and pay for them, resulting in
economic damage.

SF-F1-T3

The use of the Smart Factory Web will also affect existing
Web application vulnerabilities.

Increased contact
between smart
factory devices

SF-F2-T1

Low hardware performance of Level 1 device may prevent
authentication between devices.

SF-F2-T2

If there is no authentication function for availability, there is
a threat that improper authorization will be granted because
access control based on authentication is not performed.

SF-F2-T3

Level 1 devices can often be controlled and managed through
remote access at Level 4. This can lead to increased contact
with the outside world and can be exploited as a new attack
path.

SF-F2-T4

If weak encryption methods are used due to low hardware
performance problems of level 1 device, there is a threat of
communication data interception and manipulation.

SF-F2-T5

Because of the low hardware performance of the Level 1
device and the high availability of the system, there is a
possibility that the non-repudiation function is not performed
or the weak repudiation function is performed.

Increased use of
open protocols such
as TCP/IP

SF-F3-T1

Compared to serial communication, attacker has easy access
to device, so there is threat of communication data
interception and manipulation

SF-F3-T2

Because IP-based communications are capable of various DoS
attacks, there is a threat of service unavailability

SF-F3-T3

Unlike serial communications, all internal nodes in the
network can communicate, which can lead to communication
with inappropriate targets.

Increased use of
Industrial IoT

SF-F4-T1

Because wireless communications can communicate with all
devices within a given area, it can lead to communication
with inappropriate devices.

SF-F4-T2

Because it is easier for an attacker to approach than wire
communication, there is a threat of communication data
interception and manipulation.

SF-F4-T3

Since wireless communications are capable of various DoS
attacks, there is a threat of service unavailability.

Increased
connectivity between
smart factory

SF-F5-T1

Unlike existing plants, there are a variety of user in smart
factory. So failure to control access under certification may
result in problems with improper administrator privileges.

SF-F5-T2

If there is no non-repudiation function, it can cause economic
damage because the product is ordered from another factory
and then not paying for them.

SF-F5-T3

Because it is easy for an attacker to approach through
external communication, there is a threat of communication
data interception and manipulation.
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Table 4. SmartFactory Security requirement against potential threats

Smartfactory feature

Identifier

Security requirement

Introducing
Convergence Services

SF-F1-R1

Smart Factory requires authentication and access control
because there are a variety of users and each user must be
given different privileges.

SF-F1-R2

Smart Factory require to provide non-repudiation function
because it needs confirmation when ordering products through
the Web.

SF-F1-R3

Smart Factory require to monitor and respond to known
vulnerabilities in Web applications because the use of Smart
Factory Web also affects existing Web application
vulnerabilities.

Increased contact
between smart
factory devices

SF-F2-R1

Smart Factory require have proper authentication and access
control because it is possible to directly access the OT
network from the external network.

SF-F2-R2

Smart Factory require non-repudiation because it is necessary
to confirm the responsible person when controlling the
internal device from external network.

SF-F2-R3

Smart Factory require communication confidentiality and
integrity because smart factory network can be exposed to the
attacker from the outside.

SF-F2-R4

Smart Factory require traffic monitoring and external access
management function because it can be abused to the traffic
from external network to internal network of smart factory for
the purpose of maintenance.

Increased use of
open protocols such
as TCP/IP

SF-F3-R1

Smart Factory require a way to guarantee confidentiality and
integrity of communication because the attacker can easily
acquire and manipulate IP communication than the serial
communication.

SF-F3-R2

Smart Factory require traffic monitoring and ensure
communication availability because the DoS attacks can occur
against IP communication facilities.

SF-F3-R3

Smart Factory requires proper authentication and access
control because I[P based communication can communicate
with connected to the network.

Increased use of
Industrial IoT

SF-F4-R1

Smart Factory require authentication, access control and
wireless access management because wireless communication
can communicate with all devices within certain area.

SF-F4-R2

Smart Factory require confidentiality and integrity of
communication because wireless communication is easy for an
attacker to acquire and manipulate data.

SF-F4-R3

Smart Factory require communication availability because
there are many attacks that affect the availability of wireless
communication such as Jamming, Tempering, Collision, etc.

Increased
connectivity between
smart factory

SF-F5-R1

Smart Factory require proper authentication and access
control because other factory can direct access to the internal
area of the factory.

SF-F5-R2

Smart Factory require non-repudiation functions because it is
necessary to confirm the responsible person when ordering
products from other factories.

SF-F5-R3

Smart Factory require communication confidentiality and
integrity because the communication between smart factory
can be exposed to attackers.
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